13. Indonesia

Indonesia’s first formal strategy for civil-sector cyber
security emerged only in 2018, one year after its prin-
cipal cyber agency was created. Cyber-related institu-
tional changes within the armed forces began around
2014 but have not yet given rise to a published military
cyber strategy or doctrine. Political control of cyber
policy is exercised through the president. Indonesia
has only limited cyber-intelligence capabilities but
has been investing in cyber surveillance for domes-
tic security. It is more engaged than most developing
countries in cyber security and in employing digital

technologies. On international cyberspace policy,

Strategy and doctrine
Until 2017, cyberspace policy in Indonesia was largely
undeveloped. Institutions, coordination and legal foun-
dations were all weak and there was no overall national
strategy.” Only some basic institutional foundations
were in place: the National Crypto Agency (founded in
1946) had been strengthened to some extent; a Computer
Emergency Response Team (CERT) had been created in
1998 through a private initiative; there was a govern-
ment infrastructure-incident-response team (another
CERT, in practice), set up in 2007;* 14 additional CERTs
were in place by 2016; and some relevant laws and regu-
lations had been refined.3

The principal development in 2017 was the estab-
lishment, by presidential decree, of the National Cyber
and Crypto Agency (BSSN),* replacing the National

it participates actively in the Gz2o, the Asia-Pacific
Economic Cooperation, the Association of Southeast
Asian Nations and the Organisation of Islamic
Cooperation. Indonesia has some cyber-surveillance
and cyber-espionage capabilities, but there is little evi-
dence of it planning for, or having conducted, offen-
sive cyber operations. Overall, Indonesia is a third-tier
cyber power. Given that it is expected to become the
fourth-largest economy in the world by around 2030,
it could be well placed to rise to the second tier if
the government decides that strategic circumstances

demand greater investment in the cyber domain.

Crypto Agency.> Also in 2017, the national police force
announced the expansion of its cyber-crime unit from
40 to 100 personnel.® The country began to frame its
cyber defence in very broad terms as part of its concept
of “total defence’.”

The first national cyber-security strategy was pub-
lished by the BSSN in 2018, setting out five objectives:
cyber resilience, security of public services, enforce-
ment of cyber law, a culture of cyber security, and cyber
security in the digital economy.? The strategy was also
intended to support the country’s counter-terrorism
policies. Its stated goals included the promotion of
multi-stakeholder engagement and fostering global
trust in Indonesia’s management of its cyberspace. As

in most countries, the publication of a formal strategy

List of acronyms

ASEAN Association of Southeast Asian Nations
BSSN National Cyber and Crypto Agency
MoD Ministry of Defence

(o] [« Organisation of Islamic Cooperation
TNI Indonesian Armed Forces
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provided a foundation for further measures. Later in
2018, for example, the national police force set up a
Cyber Crime Directorate to counter disinformation
spread though digital media.’

In December 2020 the BSSN released the draft of a
new national cyber-security strategy for public consul-
tation.” It places greater emphasis on nationally signifi-
cant cyber incidents and focuses on seven specific areas:
risk management in national cyber security; prepared-
ness and resilience; critical information infrastructure;
capacity-building; increasing awareness; legislation and
regulation; and international cooperation. Other stated
objectives include protecting the country from any inter-
ference in cyberspace that might disrupt public order,
and building on improved cyber security to expand the
potential of the digital economy. The new draft follows
Regulation No. 71 of 2019 on the Implementation of
Electronic Systems and Transactions,’* which raised the
status of the cyber-security strategy by declaring it to be
part of national-security policy.

Given the deteriorating security situation in
Indonesia, one of the government’s priorities has been
to counter domestic terrorism and online extremism, as
well as to clamp down on political protest. For exam-
ple, after a large protest in October 2020, disinforma-
tion laws were invoked to allow the police to take action
online against political activists™ and Islamist groups,
including the Muslim Cyber Army hacker group
responsible for spreading religious intolerance online.”
There is now a debate in Indonesian politics about the
extent to which government policy should involve cen-
soring cyberspace.™

On military cyber policy, the debates and analyses
have generally been more advanced than those in the
civil sector but have not always led to concrete progress.

The Ministry of Defence (MoD) laid out comprehen-
sive guidelines for national cyber defence in 2014,* with
the focus more on securing defence assets against cyber
attacks rather than on any concept of sustained cyber-
enabled warfare. Besides acknowledging the need for
counter-attack capabilities for the purpose of deter-
rence, the guidelines did not cover offensive cyber.

A 2015 defence white paper went further, presenting
cyber defence as one of four pillars of Indonesia’s overall

defence posture, alongside air defence, strategic strike

and electronic warfare.”® It described cyber security as
central to national defence capabilities, highlighted the
importance of integrating cyber with all other instru-
ments of national power,*” and declared a commitment
to modernising the country’s cyber capabilities.”®

In 2017 the MoD began promoting a ‘civil-defence
concept’ in coordination with the National Development
Planning Agency, aiming to ensure that methods of
‘non-military defence” — including in cyberspace — were
adopted by all ministries and state institutions.” The
initiative was widely seen in defence circles as con-
sistent with the country’s concept of total defence in
which all citizens are regarded as potential combatants,
including in cyberspace.

Also in 2017, the armed forces carried out their first
major institutional reform by setting up a cyber unit —
Satuan Siber, or Satsiber — to develop doctrine, policy,
procedures and tactics to deal with cyber threats.
Its primary mission is to ensure the cyber security of
defence-related critical national infrastructure, though
there is a long-term plan to develop offensive capabili-
ty.** Satsiber has also been assigned an early-warning
role in monitoring foreign-military movements (espe-
cially those of units equipped with missiles) in the
immediate region. The development of military cyber
strategy and doctrine appears embryonic and there is

no substantive evidence of it in unclassified sources.

Governance, command and control

The BSSN, the principal cyber-security agency, operates
within the framework of the Coordinating Ministry for
Political, Legal and Security Affairs and reports directly
to the president.® The head of the BSSN has four depu-
ties, responsible for threat identification and detection,
protection, response and recovery, and technical policies
for monitoring and control.» The BSSN set up the first
government CERT in 2018, building on the previously
existing private CERT and the government’s incident-
response team.

In the Indonesian armed forces (TNI)* there has been
clear organisational cyber command and control since
the creation of Satsiber in 2017, though the command
arrangements are split between the Commander TNI,
when Satsiber undertakes military operations,* and the

Chief of the General Staff, for day-to-day management.
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Satsiber has subordinate cyber units in each of the three
armed services.””? Complementing the work of Satsiber,
the Cyber Defence Centre® operates under the com-
mand of the Defence Intelligence Agency within the
Ministry of Defence.® The technical means for undertak-
ing operational cyber command and control, however,
probably mirror the weaknesses in communications sys-
tems reported elsewhere in the armed forces.>®

The Ministry of Foreign Affairs set up its own Digital
Command Centre for the twin purposes of improving
crisis-management procedures for national emergen-
cies in cyberspace and managing
Indonesia’s international diplomacy
on cyber matters. The combining of
two such different functions in one
entity is unusual, since crisis man-
agement of cyber incidents requires
a very different skill set from con-
ducting cyber diplomacy, with little
crossover in the day-to-day work of
the two missions.

Changes in doctrine, technology
and personnel planning are needed
if Indonesia is to establish a basic
capability for cyber warfare. So too is greater cohesion,
as divergent views have been observed among policy-
makers and those responsible for implementing the

development of cyber defence.

Core cyber-intelligence capability

The lead coordinating agency for national civil-sector
cyber intelligence is the BSSN.>* The body mainly
responsible for foreign and military intelligence is
the Strategic Intelligence Agency (BAIS),>* which has
proved capable of assisting the police by, for example,
conducting cyber surveillance against potential threats
to the 2018 regional elections.

The BSSN was allocated 2.2 trillion rupiah (US$127
million) in the 2020 budget but its director at the time
said 3trn rupiah (US$190m) would be needed to achieve
its objectives.’ The goals he mentioned included devel-
oping indigenous technology and the National Cyber
Security Operations Centre (tasked with monitoring
the digital networks of Indonesia’s critical national

infrastructure, including the energy, communications

The average
level of digital
skills among
the Indonesian
population does
not match the
government’s
ambitions

and transport systems) and recruiting graduates of the
required calibre.> This suggests that Indonesia’s cyber-
intelligence capabilities are relatively unsophisticated
and that any wider intelligence reach, beyond the focus

on domestic terrorism, is severely under-resourced.

Cyber empowerment and dependence

By 2020 Indonesia had established itself as a rising digi-
tal power within the Gz2o, albeit still at a lower level
than most other members and with a long way to go to
achieve its ambitions in the sector.>> The government has
launched ambitious education pro-
grammes, attempted to attract tal-
ent through its immigration policies,
and promoted a start-up culture.’®
The digital economy was pro-
jected to reach double-digit annual
growth (11%) in 2020.7 E-commerce
remains the main driver of growth
in the economy as a whole. Three
(Gojek,
Tokopedia and Traveloka) have

of Indonesia’s start-ups
reached high capitalisation lev-
els (US$10.5 billion, US$7.5bn and
US$2.75bn respectively), largely by having expanded
internationally.®® The country aspires to become a global
hub for Islamic finance, though in that respect it is still
in fourth place (behind Malaysia, Saudi Arabia and the
United Arab Emirates) in terms of annual value traded.*
Although the overall internet penetration rate is quite
high (73% of the population in mid-2020),% there is a
wide gap between Java and all the other islands.#* There
are individual cities with particularly high figures, for
example Jakarta (85%), Surabaya (83%) and Bandung
(82.5%).#* More than 9o% of Indonesians who use the
internet do so via mobile phone. The country was
ranked 85th in the 2020 Global Innovation Index, which
indicates the weak foundations of its digital economy.+
The digital sector accounts for only 12% of GDP accord-
ing to a 2020 estimate,* though the government hopes
to see that figure rise to 15% by 2025.%
The average level of digital skills among the popu-
lation does not match the government’s ambitions.4
Research commissioned by Amazon Web Services

in six Asia-Pacific countries found that only 19% of
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Indonesian respondents use digital skills in their jobs
— very different from Australia and Singapore, for
example, where the corresponding figures are 64% and
63% respectively.# The skills shortage could inhibit
the development of the indigenous digital industry.
Indonesia’s reliance on foreign suppliers for its tel-
ecommunications infrastructure was highlighted in
2019 during the Huawei controversy, which led a sen-
ior official in the Coordinating Ministry for Political,
Legal and Security Affairs to declare the need for ‘a
special, reliable, integrated and secure telecommuni-
cations system against cyber threats both from within
the country and abroad’, and to admit that the exist-
ing system had not been able to ‘answer the need for
national information security’.+

Although Indonesia’s research in artificial intelli-
gence (Al) is growing, it is still a relative newcomer to
the field. It has accelerated efforts to improve collabo-
ration between academia and industry on Al research,
for example between the University of Indonesia and
Tokopedia® and between the Bandung Institute of
Technology and Bukalapak.*® Meanwhile, investment
by Indonesian companies in Al solutions is still much
lower (US$o0.20 per capita) than in more developed
economies such as Singapore (US$68 per capita).>*
Nevertheless, it was reported in August 2020 that
Indonesia had 74 Al-focused start-ups.>* Also in August
2020, the government launched a National Strategy for
Artificial Intelligence aimed at guiding the develop-
ment of Al through to 2045.5 The strategy foreshadows
a focus on applying Al to social services, education and
research, health services, food security, mobility, smart
cities and public-sector reform.>

China looks set to make a large contribution to
the development of Indonesia’s digital economy.
Following India’s implementation of rules to restrict
Chinese takeovers in early 2020, Chinese venture-
capital and tech investors have switched their focus to
Indonesia, contributing to a 55% surge in investment
in the country’s tech sector in the first half of 2020.%
Huawei has forged links with several Indonesian gov-
ernment agencies to help accelerate their digitisation,
including through cloud-based infrastructure for stor-
ing national data.”® Besides offering its technology,

Huawei has committed to nurture digital talent and

boost cyber-security skills in the country.”” In January
2021, China and Indonesia signed a memorandum of
understanding on cooperation and investment in the
ICT sector, with a focus on security.®® While Chinese
companies have a large slice of the Indonesian mar-
ket, they face competition from well-established US,
Japanese and European firms. For example, early in
2021, Microsoft announced plans to provide training
in digital skills for an additional 3m Indonesians, con-
tinuing a commitment in that area that has already
lasted for more than 25 years. The initiative is based on
a shared project with the Ministry of Communication
and Information Technology and four universi-
ties, aimed at educating Indonesians in Al, cyber
security and data science through a digital-literacy

curriculum.

Cyber security and resilience
Indonesian views on cyber security were strongly
influenced by the 2013 Edward Snowden leaks about
Australia’s cyber capabilities, including its monitoring
of Indonesia’s leaders. Though the country’s security
agencies were already aware of Australia’s espionage
activity to some degree, the revelations were a shock
to the Indonesian public. The government’s response
has included the Secretariat General of the National
Resilience Council drawing up a national contin-
gency plan against cyber attacks in 2016, and cyber-
emergency exercises such as the drill conducted by
the national CERT ahead of the 2018 Asian Games in
Jakarta.®* Indonesian specialists have identified high-pri-
ority assets that need the strongest protection, including
telecommunications and banking networks, online-
payment systems and key government, military and
private-sector closed networks and data centres.®> The
country’s basic cyber defences and incident-response
capability are still not highly developed, however.
Indonesia experienced a sixfold increase in cyber
attacks between January and October 2020, with its
e-commerce firms the major targets. Tokopedia suffered
an attack that caused the personal data of g1m users to
be leaked, while Bhinneka announced that 1.2m of its
accounts had been accessed by hackers.®> According
to a survey by Palo Alto Networks, 84% of Indonesian

companies plan to increase their IT budgets, of which

146 The International Institute for Strategic Studies



44% intend to allocate more than half of those funds to
cyber-security investment.®

Apart from launching a public consultation on the
new cyber-security strategy in 2020, the government has
been pursuing a raft of additional reforms. In February
2021 the BSSN launched a national Computer Security
Incident Response Team (CSIRT) that will also serve
as the national and the government CSIRT.® Fifteen
lower-level CSIRTs* had already been established in
2020, and the government aims to set up another 27
across its ministries and other public-sector bodies in
2021.% In 2020 the BSSN participated in several cyber
drills,® and in early 2021 it took part in training events
on Internet of Things security-testing that were jointly
organised with the United States Embassy and Carnegie
Mellon University.” The BSSN is working with several
government agencies in preparing a Draft Presidential
Vital

Protection, which will cover the designation of strategic

Regulation on Information  Infrastructure
sectors and measures to protect critical information infra-
structure, increase cyber readiness and accelerate recov-
ery from cyber incidents.” The BSSN has also engaged
all relevant owners and operators to ensure their famili-
arity with the regulations and policies concerning the
country’s critical information infrastructure.”

Despite ambitious policy declarations, Indonesia
suffers from a severe shortage of cyber skills. A 2016
study by Oxford University found that the country
lacked ‘minimal educational programmes in cyberse-
curity’, “accreditation in cybersecurity education’” and a
‘national budget to support the cybersecurity capacity
programmes’; that there were ‘few professional instruc-
tors in cybersecurity’; and that knowledge transfer from
trained cyber-security employees in the private sector
existed only ‘on an ad hoc basis’.”> In 2020, comment-
ing on the national skills shortage, the head of the BSSN
reported that typically it took six months for the organi-
sation to fill a cyber-security position.” It might there-
fore take Indonesia two decades or more to develop a
sovereign capability for military cyber defence, given
the number of sensitive posts requiring cyber expertise
that would be needed.

Given that Indonesia is a nation of islands, maritime
cyber security is of particular importance. The BSSN has

been working on increasing the cyber-security capacity

of the Maritime Information Centre.” The Indonesian
Navy has carried out cyber-defence training since 2016,
including a major eight-day exercise in 20187 that
involved more than 500 personnel and had three main
aspects: denial, countermeasures and cyber support for
operations.”” In 2019 the navy added a cyber dimension
to its largest annual exercise, Armada Jaya.

In the International Telecommunication Union’s 2018
Global Cybersecurity Index, Indonesia was ranked 41st
out of 175 countries, a low position relative to its wealth

and economic ambition.?

Global leadership in cyberspace affairs

Since about 2005 the Indonesian government has worked
within the frameworks of the Association of Southeast
Asian Nations (ASEAN), the ASEAN Regional Forum, the
Asia-Pacific Economic Cooperation, the United Nations
and the Organisation of Islamic Cooperation (OIC) on
various aspects of fighting cyber crime, especially cyber
terrorism, and on efforts to build international govern-
ance frameworks to promote strategic stability in cyber-
space through discussion of cyber norms.

Indonesian specialists who had set up the country’s
first private CERT worked with Australian and Japanese
counterparts to set up the Asia-Pacific CERT (APCERT)
in 1998. Indonesia is also a member of the OIC’s CERT,
of which it became deputy chair in 2018, and has par-
ticipated in international cyber exercises such as the
China-ASEAN Network Security Emergency Response
Capacity Building Seminar in 2018.% In 2019 Indonesia
joined the UN’s Group of Governmental Experts® on
cyber norms, and since 2015 it has staged an annual
international cyber conference, CodeBali.® In 2020 it
participated in the G2o Digital Economy Ministers
Meeting that issued a wide-ranging development
agenda in the sector, including many security aspects.
It has collaborated with China in fighting cyber crime,
including by deporting hundreds of Chinese citizens
alleged to have been conducting attacks from Indonesia

against targets in China.

Offensive cyber capability
Indonesia has reasonably well-developed capabilities
for domestic cyber surveillance. For example, a special

counter-terrorism unit in the police, Detachment 88, has
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been building its cyber-surveillance capabilities with
the support of international partners such as Australia.®

The available information on any wider offensive
cyber capability is patchy, but it suggests Indonesia

is weakly positioned to use cyber means to respond

Notes

during any crisis or period of hostility. The prospect
of Indonesia catching up with the offensive cyber capa-
bilities of the states of particular interest to it — such
as Australia, China, Malaysia and Vietnam — seems a

distant one.
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